Serial No. 10/686,954 
Reply to Office Action dated June 1, 2010 

Amendments to the Clainis: 

ITiis listing of claims will replace all prior versions, and listings, of claims in the application: 
Listing of the Ciaims; 

1 . (Currently Amended) A method of adding a client as a member of a hub 

network, comprising: 

detecting a client connected to a server in a hub network; 

authenticating f^md-th^clien t to determine an ident i iV of the client; 

authorizing saki-the client to determine that the client is a com pliant device that 
operates according to rules defined for the hub network ;-iimd 

adding ^m^the client as a member in sai^the hub network when it is determined 
that the client has been detected, authenticated, authorized, a nd is in a local environment 
o f, wherein the server : and 

providing ^ M'wides-a-licenses for content data bound to the hub network to aU 
members of the hub network^ 

wherein a source version of the content data is stored on the se rver, and copies of 
the source versions are stored on the compliant device as sub-cop v versions. 

2. (Canceled) 

3. (Currently Amended) 'ITie method of claim 1, further compri s ing: r e ooiving m 
a4a^w|i4iA^fmiie«rittg-^^^ wherein the rules dellned for the hu b network comprise 



M3748M835U.S.'1 2 14M26.02 



2 



Serial No. 10/686,954 
Reply to Office Action dated June 1 , 20 1 0 

disabling licenses for the sub-copv versions stored on the client wh en the client is 
removed as a member of the hub network, 

4. (Currently Amended) The method of claim^l, wherein : .said add reque tJ t i f. 
r^A^gg^^tVAnvi^i^i^^^^^ the rules defined for a hub network comprise 

disabling a key at the compliant device when the ser \^er informs the compliant 
device that the kev has been revoked b ecause the kev has been compromised. 

5. (Currently Amended) The method of claim l,4ttr4}wH5<:H«^i«g^ 

:;aid c li e n t to iuiid iierver wherein the client is added as a member of th e hub network 
when it is further detemiined that a set of rules has been met. 



6. (Canceled) 



7. (Currently Amended) ITie method of claim 1, wherein : auth e nticating s md 
..iinni \nohuU^^ determining that the client is a compliant device comprises 

sending a compliance confirmation request to said-the_clientH5^ikJ--ec^mp^^ 

ueet to^requestii information from sakt~the client to confirm that sm4-the. 



client is a com ptia 



^^■.vv4[l-net-i i e crypi lo ck e d c e-meFrirdat:a 
4ttt44^vvill abide bv the rules defined for a hub network-ef 
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8. (Currently Amended) The method of claim-tJ7, whereinr-aHthemkratmj^say 
ejwftHwstoi GH s e nding un idcntitioation request to n tiid clicm. suid idcntificution roquent 
F <> C|U oa ls infonnu H on from n a id cl i ent iden tify in g aa ^d^ H the device registration server 
sends the device add permission bv compa ri nLi the member device limit to how many hub 
networks to which the client has already been added as a member. 

9. (Currently Amended) The method of claim 1, wherein: nuthorizinii aaid client 
i^ulud^ Hftierminint? that the client is in th e local environment of the server comprises 

sending a local environment confirmation request to said-the.client to detcmiine 
whether the client is in the local en vironment. 

wherein ilie local environment is a limited ar ea defined relative to the server. 

1 0. (Currently Amended) The method of claim 9,-whefew;-said4ee#-eftWonmen* 
confinTiution rcquc a t rcquo t iti) information from liuid clienMndicating whether said client 
is-tn a local envir en ment of said K orvor, and said local environm e n t4 s u limit e d area 
44ffl^i.. .vl/iii^ n tn >Wu\ nt'rver further coniprisinu ^ 

receiving a replv from the client in response to the local environment 
confirmation request . 

1 1 . (Currently Amended) The method of claim-9J0, wherein : authori?.ing naid 
e«e«t-j«e4«des determining that the client is in the local environment of the server 
comprises 
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measuring the time between sending smd-the.local environment confirmation 
request and receiving a-the reply iVom flaid client in rc j ponno to said local onvironment 




12. (Currently Amended) 1 he method of claim-^JU vvhereini-^ndi+>g-saiil4eexil 
cnviron mc nl rn nfinnntirn v^y^^r-x inniiwU* ^- df^terminin g that the client is in the local 
environment of the server comprises 

pinging said-the client. 



13. (Currently Amended) The method of claim 1, further comprisingr^hccking u 
revocation list to det a nnino wheth ef^^akN^k nt is i n clud e d in l i aid revoc ation lint; w h e rei n 
sai4-fe¥eeati on list i f . s tored on ouid ^j erv ef 

revokinii the authorization of the client device when the server determines that the 
client has circumvented or broken the rules defined for thexompHant d evice. 

14. (Original) The method of claim 1, fxarther comprising: 

confirming a device count of members in said hub network by comparing said 
device count with a member device limit; 

wherein said client will not be added as a member in said hub network if said 
device count is greater than or equal to said member device limit. 

15. (Original) The method of claim 14, further comprising: 
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increasing said device count after adding said client as a member. 

16. (Original) The method of claim 1, further comprising: 

comparing a device count of members in said hub network with a member device 
limit; and 

confirming said device count by contacting an external device registration server. 

17. (Original) The method of claim 16, further comprising: 
sending a device add request to said device registration server; and 
receiving a device add permission from said device registration server; 
wherein said device add request includes said device count. 

1 8. (Currently Amended) A method of adding a client as a member of a hub 
network, comprising: 

sending a connection notification from a client to a server in a hub network_sgihat 
the client can be detected bv the server ; 

sending identification information from said client to said server to authenticate 
the client ;-xH^>d 

sendinii a compliance confirmation from the client to the server t hat confirms the 
client is a compliant device that operates according to rules defined fo r the hub network; 

receiving an add confirmation at sai4-the.client from said-the.servert^ivhemifh^ 
ad d confirmi^i i on indicates said indicating that the c lient has been added as a member in 
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sjHtl-thc_hub network a«; the client has been detected , authenticated confirmed compliant, 
and is in a local environment of the server: and 



the hub nelv\fork to aH-members of the hub network, 

wherein a source version of the content data is stored on the server, and copies of 
the source versions are stored on the compliant de vice as sub-cot)V versions. 

19. (Canceled) 

20. (Currently Amended) The method of claim 18. further comprising: aonding un 



for the hub network comprise 

Hisahlinti licenses for the sub-copv versions stored on the client when the client i 

removed as a member of the hub network. 



21 . (Currently Amended) The method of claim 1 8,-tohor compriomg: connecti 
.^^xia^i M tn . ; .i ifl .iw rv e f wherein the rules defined fo r the hub network comprise 

disahlint- a kev at the compliant device when the server informs the compliant 
device that the kev has been revoked because the kev has been compromised. 

22. (Currently Amended) The method of claim 18, fitfther-e omprising: s eftding 
compliano o information fi un i i :. aid client to said norvcr. vs^erein said compliance 




Hv4des-a-licenses for content data bound to 




;^^|,^^^4^^fr^ r p '-^^^^^ ^-^^' ^ 'Ti f t o ^ v f iifl - ^ie fvef wherein th e rules defined 
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information indicates that sa k i cli ent i s a c ompli a nt d ev ice, (u id a-thc,conipliant device 
will not decr>Tt locked content data without a license that is bound to a hub network of 
which the compliant device is a member. 

23. (Currently Amended) The method of claim 1 8, IwvhtH-eemjfHH^HftgHsa^^ 
auihorizution infor m ation from naid cl ie nt to suid ue r\x ^ r: wherein sa i d uu ih or i?iH ieft 
MwRH^tien4mi+eatt^^ is in a-the local environment of ^Hik^tJle.se^'c^^a^>d 
saj44eoa:l onvironmcnt ifi when the client is in a limited area defined relative to iiaid-the 
server. 

24. - 28. (Canceled) 

29, (Currently Amended) A method of adding a client as a member of a hub 
network, comprising: 

sending a connection notification from a client to a server in a hub network 
through an intermediary device connected to ^^thg server so that the client can be 
detected bv the ser\-cr ; 

sending identification intbrmation from said client to said server through said 
intermediary device to authenticate the client^ -and 

sending a compliance confirmation from the client to the server through the 
intermediary- device that confirms the client is a compliant device that operates according 
to rules defined for the hub network: 
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receiving an add confirmation at said client from said server through said 
intermediar>' device, vvh umi u sa i d add confirmaiion in dirntesHra^^ indicating that the 
client has been added as a member in said hub network as the client has been detected, 
authenticated, confirmed co m pliant, and is in a local e nvironment of the server; and 

groviding^^and-v^ content data bound to 

the hub network to a}4-members of the hub network, 

wherein a source version of the content data is stored on the server, and copies of 
the source versions are stored on the compliant device as sub-copy versions . 

30. (Canceled) 

31. (Currently Amended) The method of claim 29, whereinr-StH^ thc.client is 

in a-the local environment of smd-the serverr-^n4~siH<i-4oea^fflv4feBmeftt when the client 
is inji limited area defined relative to ijaW-iiiiLserver. 

32. - 45. (Canceled) 

46. (Currently Amended) A method of reconnecting a client to a hub network, 

comprising: 

delecting a client connected to a hub network; 

authenticating and authorizina the s aj^l-client as a member of sakl-th^hub network 
when it is determined that that the client is a compliant device that operates accordina to 
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rules defined for the hub network, and that the client is in a local environment of the 
server : and 

providing licenses a t ithori^inc oa i d c li e nt, and - wh oroin u servefiW>vkk?s-»4ieef>S€ 
for content data bound to the hub network to aH-members of . the hub network, 

wherein a source version of the content data is stored on the server, and copies of 
the source versions are stored on the compliant de vice as sub-copy versions. 

47. (Currently Amended) The method of claim 46, fxirther comprising[(:] l 
refreshing one or more of the licenses lor the content data stored on sa»<^the.client. 

48. (Currently Amended) The method of claim 46, whereinr^hentieating-sfti^ 
tftic nt includg s-sffldwraft^ d c ntirication r -e^«esHfr^H l cli o ni , r. aid id e ntilication roquciit 
feqtH?ste4fif«<watieR-frew^d-eH^^^ dete^n^nin^ that the client is 
in the local environment of the server comprises 

sendin p a local environment confirmation request to the client to determi ne 
whether the client is in a limited area defined relative to the server. 

49. (Currently Amended) The method of claim-46J[8, whorcin: authorisiing naid 
&14ei#4flekideHsemUn ^ - a locui envircmmcnt oonl'irmat ie n roqueiit to sa ld-eHem^tml-Sttid 
loc al envir o nm e nt i" « limitrrl nr'ff ri>ininrf. t,-, r^u Ueirv^ further comprisinc 

receiving a repiv from the client in response to the local en vironment 
confirmation request . 
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50. (Currently Amended) The method of claim 49, wherein : outhoriidng suid 
.-licni includes determining that the client is in the li mited area defined relative to the 
server comprises 

measuring the time between sending said-the local environment confirmation 
request and receiving a-the reply from said client in re s ponoe to .s aid l oc al environment 

51. -~58. (Canceled) 
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